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« COVA CCl established a Cybersecurity Internship Clinic last
spring as a pilot.

e Purpose:

* To serve micro small businesses and local/small
government in the Hampton Roads community

» To Increase experiential learning with students in
cybersecurity education

» To provide cyber-as-a-service to the Hampton Roads
community

e Eight students supported two micro businesses over 15 weeks
 The result was a resounding success!



What is a Cybersecurity Clinic?

The COVA CCI/ODU Cybersecurity Clinic uses a model like what has
been done with law schools and medical schools, where students
work with real-world clients who have limited resources to gain
valuable hands-on experience.

Using this model, we have students with diverse backgrounds and
academic expertise work with local business clients to evaluate and
strengthen their cybersecurity risk profile. At the same time, the
students will gain real-world experience working with clients and
other team members, through the completion of a cybersecurity risk
assessment and presenting their findings to the business client.

What is a Cybersecurity Clinic Video:
https://youtu.be/mYCka8oF7rQ



https://youtu.be/mYCka8oF7rQ
https://youtu.be/mYCka8oF7rQ

Why Clinics Work

Providing essential cybersecurity
services

University-based cybersecurity clinics
help clients develop long-term
cybersecurity defense, increase their
resilience, and expand their
cybersecurity capacity. Students
provide a range of digital security
services, such as vulnerability and risk
assessments, cybersecurity policy
templates, incident response plans,
ransomware training

Prioritizing under-resourced

organizations

The widespread effects of a successful
cyber attack can have broad impacts,
yet many public interest organizations
lack the resources for cybersecurity
self-defense.

University-based cybersecurity clinics
provide pro bono assistance to
resource-strapped organizations like
non-profits, small businesses, local
government, and other organizations

Source: https://cybersecurityclinics.org

Serving our local communities
Cyber clinics students work with local
and regional organizations, (e.g.
Hampton Roads) bringing cyber talent
where it is needed in their own
backyards. Participating in clinics
embeds the value of public service in
future cybersecurity leaders.


https://cybersecurityclinics.org/
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ODU/COVA CCI manages the
cybersecurity clinic and provides all
support to the program as needed.

ODU/COVA
CCl

Stakeholders

Students Students: upper-level undergrad

ODU Faculty students in COVA CCl institutions
COVA CCl Client: the organization — small
Businesses business, local government

valor agency/office, non-profit organization

Client Cybersecurity

Local Government

Academic institutions Valor Cybersecurity: Lead partner.
Provide training and resources for the
students to use during each 15 week

cybersecurity clinic

Senior leadership (multi-regi

Military/defense organizations



Fall 2024

Three micro businesses plus the City of
Suffolk, VA (government)

14 ODU students (Junior/Senior)

Clinic includes Design thinking modules
CISA - Vulnerability Management
Assessment Training - Partner and CEQO,
VALOR Cybersecurity

o City of Suffolk
B TRS Productions

E We Insure Things

%] Youth Volunteer Corps of Hampton Roads

Draft snapshot of course outline







Business Client Testimonials

Beth Vinson, Business Client, Cybersecurity Internship
Clinic

"As one of the first two small business participants in the incubation
stage/pilot program of the COVA CCI Cybersecurity Internship Clinic, my
first word after completion was FABULOUS! | was so impressed with the
young people of ODU involved in this effort, and the massive benefit they
provided for my small business was invaluable. The students were super
professional, incredibly knowledgeable about all things Cybersecurity, and
taught me so many things with their intuitive research and ability to
deliver the best information available.

Gwen Moss, Business Client, Cybersecurity Internship
Clinic

"I highly recommend the Cybersecurity Internship Clinic. It was a hassle-
free experience that gave me a detailed assessment | can use now and
later in the future as we grow as a ministry. With bad actors constantly
trying to compromise our digital footprint, | believe if you gain one more
piece of information to protect your business is time well spent.
Additionally, the experience you afford student interns is gratifying!"



https://covacci.org/cyber-as-a-service/

Cyber Clinic Student Testimonials

https://covacci.ora/cvber-as-a-service/



https://covacci.org/cyber-as-a-service/

Cyber Clinic Testimonial from ODU Faculty



https://covacci.org/cyber-as-a-service/

Points of Contact

Teresa Duvall, Cybersecurity Clinic Instructor  tduvall@odu.edu

John Costanzo, Chief Administrative Officer [costanz@odu.edu
COVA CCI| Website CCl Website
WWW.COVACCI.org www.cvberinitiative.org
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