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TYPES OF
HUMAN

TRAFFICKING

) Sex Trafficking (22 USC 7102) *

» Commercial sex acts induced by force, fraud, or
coercion on any person

» Commercial sex acts in which the person
induced to perform the acts has not reached the
legal age of 18

) Labor Trafficking (22 USC 7102)

» Recruitment, harboring, transportation,
provision, or obtaining of a person for labor or
services by force, fraud, or coercion

» Bonded labor, forced labor, forced child labor,
peonage, and involuntary domestic servitude



UNITED STATES TRAFFICKING
STATISTICS (POLARIS 2019)

22,326 Victims and Survivors of Human Trafficking

14, 597 Victims and Survivors of Sex Trafficking
11, 500 Trafficking Situations
4, 384 Traffickers

What Do We Know About the Victims & Survivors?

Minors

Females

PorAris PrRoOJECT

FOR A WORLD WITHOUT SLAVERY

Foreign Nationalities




UNITED
STATES
RESPONSE TO

HUMAN
TRAFFICKING

) The Trafficking Victims Protection Act

_JFOSTA-SESTA
» Backpage

» Section 230 of the Communications Decency
Act



THE ROLE OF
TECHNOLOGY
IN

FACILITATING
TRAFFICKING

J Online Recruitment of Victims
» Word of Honor
» Promise

1 Online Recruitment of Buyers
» Escortindex.com
» Escortfish.ch
» Skipthegames.eu



Indicator

Keywords / Phrases

Sale of Services

Donation(s), price, rose(s), dollar(s),
jacks, jacksons, hundreds

Minor Victims

Fresh, young, new, tiny, little, new in
town, girl, & college

Ethnicity / Race

African AA, African American, Brown Sugar,
American Black (Beauty)
Asian / Pocahontas, Asian, Pacific Islander
Pacific Caucasian, White, European
Islander Latina, Hispanic
Caucasian
Latina
Country of Origin South / East Asia, Eastern / Western
/ Nationality Europe, Central America

Transient Activity
/ Movement of
Victims

New in town, just arrived, weekend
only, limited time, new arrival, brand
new, in town for the weckend, gone,
back, leaving soon, only for the
weekend, new

Non-Independent
Worker/Restricted
Movement

In-call only, no outcall, only in-calls,
come to me, my house

Emoji | Emoji Emoji Meaning
Name
. @ | Rose, rosette | used as subtle indicators of price:
@ Growing used by pedophiles to indicate
Heart young girls
> & (cl:}}llzrry, used as a reference to a women’s
: Blossrgn virginity, and a minor
- Both indicate movement of the
> Airp lane, poster with the airplane arrival
: szal tending to show movement of a
minor
Indicated that the poster is usually
] Crown a minor with a pimp controlling

them




1 Open-Source Intelligence (OSINT)
» Public Information

» Analyze and Compare Information on Classified
Advertisement Sites

THE ROLE OF . o
TECHNOLOGY Images and Descriptions

IN v Phone Numbers

COMBATTING v" Email Addresses
TRAFFICKING

v" Usernames
) Biometric Facial Recognition and Hashing

J Honey Trapping




OSINT Framework

(T) - Indicates a link to a tool that must be installed and run loc
(D) - Google Dork, for more information: Google Hacking
(R) - Requires registration

(M) - Indicates a URL that contains the search term and the Ul
itself must be edited manually

OSINT Framework ()

Username O

Email Address O
Domain Name O

IP Address ©
Images / Videos / Docs @

Social Networks O

Instant Messaging O

Username Search Engines O

Specific Sites O

Email Search O

Common Email Formats O

Emall Verification O

Breach Data O

Spam Reputation Lists O
Mail Blacklists O
Voicemail O

International




CURRENT SOLUTIONS
TO THE PROBLEM

Operation Innocent Images

Endangered Child Alert Program

Operation Peer Pressure
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